CLAIMS 

What is claimed is: 

1 1 . A method for pricing a cryptographic service on a network utilizing at least 

2 one cryptoserver, comprising: 
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(a) receiving a request for a crypto graphic service from a user utilizing a 
network, wherein the request if 



(b) generating a contract based on 
request; and 

(c) sending the contract from the 
utilizing the network. 



The method as recited in claiip 
selects one of a plurality 
service. 



The method as recited in claim 
commercial services competi ig 



The method as recited in clair l 
part of a single distributed sei 



received by a cryptographic service provider; 
a variable pricing scheme in response to the 

ryptographic service provider to the user 



1, wherein the cryptographic service provider 
to perform the cryptographic 



of ciyptoservers 



2, wherein the plurality of cryptoservers are 
for customers. 



2, wherein the plurality of cryptoservers are 
ce. 



The method as recited in claimll, wherein the variable pricing scheme is 
based on at least one of: computational burden of a cryptoserver during 
performance of the service, distance between the cryptoserver and the user, 
congestion of the network durinfe performance of the service, and rating of 
the cryptoserver performing the service. 

The method as re/ited in claim 1, wherein the variable pricing scheme is 
auction-based. 
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1 7. The method as recited^ claim 6, wherein the cryptographic service provider 
receives bids forpOTorming the cryptographic service from the user. 
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1 11. 
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(a) 



0>) 



(c) 



The method as recited in claim 



providing the cryptographic se rvice 



The method as recited in claim 
is a cryptoserver. 



1 0 . The method as recited in claim 



6, wherein a plurality of cryptoservers bid for 



1, wherein the cryptographic service provider 



1, wherein the cryptographic service provider 



provides a receipt upon perforri ting the cryptographic service, wherein the 
receipt includes at least one of i l one-way hash of the results of its 
computations, the time and dur ition of the computations, a description of the 
computations, and the identities of the cryptoserver and the customer. 



A computer program embodied 



on a computer readable medium for pricing a 
cryptographic service on a network utilizing at least one cryptoserver, 
comprising: 



a code segment that receives a itequest for a cryptographic service from a 
user utilizing a network, wherei^i the request is received by a cryptographic 
service provider; 

a code segment that generates a <|ontract based on a variable pricing scheme 
in response to the request; and 

a code segment that sends the contract from the cryptographic service 
provider to the user utilizing the network. 



12. The computer program as recited M claim 1 1 , wherein the cryptographic 
service provider selects one of a plurality of cryptoservers to perform the 
cryptographic service. 
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reci ted 



1 3 . The computer program as 

scheme is based on at least one 
performance of the service, a 
a congestion of the network d 
of the cryptoserver performing 



in claim 1 1, wherein the variable pricing 
of a data load of a cryptoserver during 
distance between the cryptoserver and the user, 
iring performance of the service, and a rating 
y the service. 



The computer program as recited in claim 11, wherein the variable pricing 
scheme is Action-based. 



15. A system for pricing a cryptographic service on a network utilizing at least 
one cryptoserver, comprising: [ 

(a) a network; 

(b) a cryptoserver for providing a Cryptographic service; 

(c) logic that receives a request for tthe cryptographic service from a user 
utilizing the network, wherein tt\e request is received by a cryptographic 
service provider; 

logic that generates a contract bas^d on a variable pricing scheme in response 
to the request; and 

logic that sends the contract from tfie cryptographic service provider to the 
user utilizing the network. 

The system as recited in claim 15, therein the cryptographic service 
provider selects one of a plurality off cryptoservers to perform the 
cryptographic service. 

17. The system as recited in claim 1 6, wierein the plurality of cryptoservers are 
commercial services competing for customers. 



(b) 



(c) 



16. 
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The system as recited in claim 16, wherein the plurality of cryptoseryers are 
part of a single distributedlservice. 

The system as recited in claim 15, wherein the variable pricing scheme is 
based on at least one of: djlta load of a ciyptoserver during performance of 
the service, distance betweeh the cryptoserver and the user, congestion of the 
network during performance of the service, and rating of the cryptoserver 
performing the service. 

e system as recited in claim^S/wherein the variable pricing scheme is 
auction-based. 

The system / a£recited in claim 19, wherein the cryptographic service 
providefreceives bids for performing the cryptographic service from the 
sr. 



The method as recited in claiin 19, wherein a plurality of cryptoservers bid 
for providing the cryptographic service. 



The method as recited in clai4 15, wherein the cryptographic service 
provider is a cryptoserver. 



The method as recited in claim 
as a cryptographic protocol by 



1, wherein the auction is conducted securely 
ane or more cryptoservers. 



